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yBoa

Ha3unB npeameTta: Pa3Boj 6e36enHor cochTBepa
floauHa: 1, cemecTap: 2

PoHa yacoBa: 2 + 2 + 1

Bpoj ECIb 6onoBa: 6

lNMpeaycnoB: oacnywaHu npeamMeTu 3awiTuTa
nopartaka, lpojekroBawe copTBepa,
Mporpamupate MHTEpPHET annukauuja



HactaBHUUM

* [lpeaaBawa: ap XKapko CtanucasrbeBuh
zarko@etf.rs
KoHcynTauumje nocne HactaBe U No AOroBopy
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LUvwmb npegMeTa

* Ynos3HaBahe€ CcTyaeHaTa ca obnawhy passoja
be3begHor codpTBepa. Obyka cTyaeHaTa 3a NpUMeEHyY
Oobpux rnpakcu y passojy 6e3dbegHor codpTeepa.
Pa3symeBare nNpeTu U HaunHa 3a getekuujy u
OTKNawahe NpeTH:n y NocTtojehm cogpTBEPCKUM
pellerwnma. YnosHaBawe CTyaeHaTa ca

MeToadoiornjama CUrypHoCcHe peBusmnje nporpamMmckor
Koaa.



Ucxoa npeamera

« CtyneHTtn he ctehun 3Hawa 0 MeTogama pasBoja
be3benHor codpTBEpPA, KAO U O METOJAMA
npoHanaXxexwa N OTKNakaka CUrypHOCHMX NponycTa
Yy NOCTOjenhruM COPTBEPCKUM peLleHnma.



NMporpamMm npeaMera

« MeTogonoruja npoueca pa3sBoja 6e3degHor
codpTBepa. AHanmsa CUrypHOCHMX 3axTeBsa.
ApxutekTtypa u gmnsajH besbegHor codTeepa.
MopgenoBamne npeTwn 1 NpaBuu Hanaaa. [NpoueHa
pusnka. CUrypHoOCH1 NponycTn MHTEPHET annukauunja,
ckpunT je3nka, APl-a n nporpamMckmnx jesuka.
CurypHocHa peBu3uja nporpamMmckor koga.
CUrypHoCHoO Tectupare CoOPTBEPCKUX peLleH-a.
[lpernen n aHannsa Haj3acTynSbEHN|UX CUTYPHOCHUX
nponycTa.

EEEEEEESSEE N e s //16



JlabopaTopujcke Bexbe

 Pape ce Ha nuuy mecTa, ogMmax HakoH TepMUHa
BEXOW.

» JlabopaTopujcke Bexxbe 20+5 noeHa

* [lpernepn Bexou:
— SQL Injection
— Cross Site Scripting (XSS)
— Alati za staticku i dinamicku analizu
— Cross Site Request Forgery (CSRF)
— Sigurna implementacija autentifikacije
— Autorizacioni modeli
— Logging, auditing, rukovanje izuzecima i monitoring

Baxe roguHy paHa
MoryhHocT HagoKkHaae




CeMuHapcku pag

Hocu 20 noeHa
Hema HapgokHapge
Baxu roguHy paHa

Opabpatu jegaH pag ca nucte noHyheHux Ha Moodle
KypCy

HanucaTtu KpaTak n3eeLuTtaj Ha MakCMmarnHo 3 cTpaHe
[lpe3eHTaumja+nutara max. 10 MuHyTa (youm ncnura

Y JYHCKOM POKY)

CBaku cTygeHT he umatum pasnuunty temy. Cnmcak
ogabpaHux Tema he butm objasrbeH Ha Moodle Kypcy.



[pojekar

Hocu 20 noeHa
Hema HapgokHapge
Baxu roguHy paHa

Teme Koje cy npakTuyHo paheHe Kpo3 Bexbe u nao.
BexXbe nosesaHe y jeqHy LeNnHy.

TepMUH: youm ncnurta y JyHCKOM POKY.
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NpeaucnutHe obaBe3e cTyaeHaTa

JlabopaTopujcke Bexbe
— yKynHo 20+5 noeHa
— Baxu 3a Tekyhy LLKOSICKY rogunHy

CeMuHapcku pag

— yKynHo 20 noeHa

— Baxu 3a Tekyhy LLKOSICKY roguHy
lpojekaT

— yKynHo 20 noeHa

— Baxu 3a Tekyhy LLKOSICKY rogunHy

NpucycTtBo HacTtaBu
— He ouemnyje ce
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HauyuuH nonarakba UCnNuTa

e Ucnut — 40 noeHa
— [paguBo ca npenasama
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HauyuuH nonarakba UCnNuTa

KoHayHa oueHa ce doopmMmunpa Ha ocHoBY Dpoja bogoBsa
Ha cneaehn HaYmnH:

e 91 <= X< 100 —oueHa 10

e 81 <=X<91—-oueHa 9

e /1<=X<81—-o0ueHa 8

e 61 <=X<71—-o0ueHa?

e 51 <= X <61 —-o0uUeHa b6

* 0 <= X< 51— CTyaeHT HUje MOSIOXMNO UCTINT
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JintepaTtypa

 Matepwujanu 3a npegaBama
« Martepwnjanu 3a Bexbe
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JInCcTa

« AyTOMaTCKO npujaBibmBar-€
« (ObaBeliTera Nay Ha JNIncTy
« [locTaBnTtn npocnenuBake Ha agpecy Kojy npartuTe



OBABELLUTEHE 3A CTYAEHTE

HactaBa Ha npeamety Pa3sBoj 6e3beqHor codTBepa noapasymeBa n3yvaBar-e
pPasNMUNTUX MexaHu3ama KojuMa ce HapyllaBa WHdopmalunoHa 6e36eaHoCT U
BpLUEe Hanaau Ha MHTepHEeT annukaunje u coddTBeEpCKe cucTeme.

[MpnmeHa oBMX MexaHM3aMa kaga ce M3BplUuaBajy npema cuctemmma usanykmnx
N NpaBHMX NMLA KOja HUCY yNo3HaTa M carfacHa ca akTUBHOCTMMAa Ha NpoBepu
pakbUBOCTU U TecTupawy ynaga Yy HWUXOBE CUCTEME je KaxXwuBa npema
KpuBnuHom 3akoHuky Penybnuke Cpbunje (MnaHosu 298 go 304a).

CTtyoeHTM Ha npeaomety PasBoj 6e3benHor codTBepa Mory oBe MeTode 3a
notpebe wun3yyaBawa [da KOPUCTE UCKIBYYMBO Yy OKBUPY 3aTBOPEHOr
nabopaTopujckor OKpyXewa Koje je obe3befheHo 3a HacTaBy Ha npegmeTty
Pa3Boj 6e3benHor codprBepa.

CTyOeHTM He Mory ga nogpasymeBajy ga cy Ha 6uno Koju HaumH oxpabpeHu of
CTpaHe HacTaBHWKa WUnn ga UM ce npernopy4yje na Kopucte oBe METOAE Koju ce
nayyaeajy npema Apyrum annukaumjama EnekTtpoTtexHudkor dakynteta wunm
annukaumjama dmno Kor Tpeher npasHOr U usnykor nuua.

CBaka eBeHTyanHa akTMBHOCT KOjy O6W npenys3eo Heku CTyaeHT Kopuwhewem
OBMX METoda W MexaHuM3amMa MnpemMa annukauujama Koje HUCY Y OKBUPY
naboparopuje Ha NpeaAMETY UCKIby4YMBa je OArOBOPHOCT CTyAeHTa.



[MnTara?

EnekTpoTexHndkm dakynrteT
YHuBep3uteT y beorpaay




